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Course Content

Module o1: Introduction to HTTP/HTTPS (Request Methods)
Module 02: Understanding the Web Application Attack Surface
Module 03: Introduction to OWASP Top 10 Vulnerabilities

Module 04: Lab Setup: Installing and Configuring Burp Suite
Module o5: Exploring Burp Suite Basics (Proxy, Repeater)
Module 06: Understanding and Exploiting Cross-Site Scripting
Module o7: Preventing and Mitigating Cross-Site Scripting (XSS)
Module 08: Cross-Site Request Forgery (CSRF) Attacks and
Prevention Techniques

Module 09: Identifying and Exploiting Input Validation
Vulnerabilities

Module 10: Introduction to SQL Injection Attacks (Manual
Exploitation)

Module 11: SQL Injection Attacks (Automated Exploitation)
Module 12: Using SQLmap for Automated Database Exploitation

Module 13: Techniques for Preventing SQL Injections (Prepared
Statements, ORM)

Module 14: Understanding and Exploiting File Upload
Vulnerabilities

Module 15: Preventing Arbitrary File Execution via File Uploads
Module 16: Directory Traversal Attacks and Exploitation Techniques
Module 17: Mitigating Directory Traversal Attacks

Module 18: Session Management Vulnerabilities (Session Hijacking,
Fixation)

Module 19: Preventing Session Hijacking and Session Fixation
Module 20: Authentication and Authorization Flaws (Insecure
Password Storage)

Module 21: Exploiting Broken Access Control and Mitigation
Techniques

Module 22: Exploiting Insecure Direct Object References (IDOR)
Module 23: Using Burp Suite for Automated Vulnerability Scanning
Module 24: Final Case Study: Performing a Full Web Application

Penetration Test

Appreciation from Defence Sector
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Web Application penetration Testing Course
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40 hours
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@ training @cyberyaan.in

Cyberyaan Training Institute in Delhi provides a thorough Web Application Penetration Testing
Course that teaches you how to discover and mitigate security vulnerabilities in Web Applications
Penetration Testing Course. This hands-on training curriculum covers several areas of penetration
testing, such as reconnaissance, scanning, exploitation, and post-exploitation techniques.

“Unlock the secrets of cybersecurity with our
Web Application penetration Testing Course

L where curiosity meets responsibility in the world
anguage

of digital defense.”
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25/28, Tilak Nagar, Upper Ground Floor, Opposite Raj Mandir Hypermarket, New Delhi - 110018

Entry Gate No-1, 2nd Floor, Gaurav Plaza, opp. Metro Pillar No-50, near Guru Dronacharya
Metro Station; Sikanderpur, DLF Phase 1, Gurugram, Haryana 122002

First Floor, Gurudwara Service Lane, 1/56A, Vikas Marg, next to Joey's Hostel and Topper's
Institute, Lalita Park, Laxmi Nagar, Delhi, 110092

Sector-7, Pocket E-1/9, 3rd Floor, Opp. M2K Cinema Hall, Rohini, Delhi - 110085
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