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* Module or: Introduction to Packet Sniffing (Wireshark, tcpdump)

e Module 02: Analyzing Live Network Traffic

e Module 03: ARP Spoofing and MITM Attacks

e Module 04: DNS Spoofing and Poisoning Techniques

e Module 05: Information Gathering (Active & Passive)

¢ Module 06: Understanding Port Scanning (SYN, ACK, FIN Scans)
e Module 07: Using Nmap for Advanced Network Reconnaissance
* Module 08: Packet Crafting and Injection (Scapy, Hpings3..)

e Module 09: Network Tunneling and Evasion Techniques

* Module 10: Wireless Security Protocols (WEP, WPA, WPA2)

* Module 11: Wireless Network Cracking

e Module 12: Evil Twin Attacks and Rogue Access Point Setup

e Module 13: Network Defense Mechanisms (Segmentation, VLANs, NAC)
* Module 14: Setting Up IDS/IPS Systems (Snort, Suricata)

e Module 15: Detecting and Responding to Network Attacks

* Module 16: Final Lab: Full Network Penetration Testing Simulation
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About the Course
Ethical Hacking Course

In the modern world based on the digital era, what ways can individuals use to cope up with the
growing significance of cybersecurity? The Ethical hacking course organized by Cyberyaan in Delhi is
an awesome idea to master your skills in this ethical hacking area to become a cybersecurity expert.
Developed to impart the latest strategies and techniques, this course digs deeper into cybersecurity.

“Unlock the secrets of cybersecurity with our

.z@ Ethical Hacking Course
where curiosity meets responsibility in the world

Duration Language ..
of digital defense.”

40 hours Yes Hindi & English
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