
Appreciation from Defence Sector 

About the Course
Digital Forensics Course
Cyber forensics, often referred to as digital forensics, is essential in the current cyber-focused
environment. It encompasses the identification, preservation, analysis, and presentation of
digital evidence (such as files, network logs, and mobile data) to examine cybercrime or
security events. The skills acquired are crucial for positions in law enforcement, corporate
security, legal, and government fields. 
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Duration
40 hours

Language

Hindi & EnglishYes

“Unlock the secrets of cybersecurity with our 
Digital Forensics Course

 where curiosity meets responsibility in the world
of digital defense.”

Module 01: Introduction to Digital Forensics & Chain of  Custody
Module 02: Understanding Incident Response Lifecycle
Module 03: Memory Acquisition Techniques
Module 04: Memory Analysis using Volatility Framework
Module 05: Disk Imaging and Evidence Preservation
Module 06: File System Forensics (NTFS, FAT32, EXT)
Module 07: Using Tools: FTK Imager & Autopsy for Disk Analysis
Module 08: Windows Registry Forensics
Module 09: Log Analysis and Event Correlation
Module 10: Network Forensics (Analyzing PCAP files)
Module 11: Investigating Email Headers and Artifacts
Module 12: Malware Analysis
Module 13: Mobile Forensics
Module 14: Reporting & Documentation
Module 15: Final Lab: Full Digital Forensics Investigation Simulation

Course Content

COURSE
DIGITAL FORENSICS


