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1. Networkingssentials

Introduction to . "
Network Topologies and Type « Static Routing - Next HOP IP & Exit Interface.
I Addresing « Dynamic Routing - RIP, EIGRP, & OSPF:
Subnet M: .
o Wi o, et « DHCP Configuration
Networking Models . Acls

i Model < seing
Networking Device, Cabling, Network Simulator Tools  + L2 Protacols - CDP, VLAN, STP, DTP, VTP
ARP and ICMP  Eivr Channet
Packet Flow + PortSecurity

C 20 ket

Introduction to Linux
Setting up Lab

Exploring Kali

Sudo Overview

Navigating the File System

Basic Commands.

Creating, Viewing and Editing Text Files
Managing Users and Group.

e puteges vermwﬁs\ons

Archiving Files
Debain Package Management
Road Ahead - Towards Penetration Testing

3. pythonprogramming

Introduction

Variables and Data Types
Numbers

String Formatting
Booleans and Operators.
Tuples

Lists

Dictionaries

Sets

Conditionals
Loops

Reading and Writing Fles
User Input

Exception and Error Handling
Comprehensions

Function and Code Reuse
Lambdas

The Python Package Manner
Python Virtual Environment
Introduction to Sys
Introduction to Requests
Introduction to Pwntools.
Projects
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Networking Refresher « Denialof Service
Linux Refresher .
Introduction to Information Security .
Introduction to Ethical Hacking .
Foot printing / Information Gathering : néadi Applmatmns
Scaming + SQLinjecti
B NickmgwwevessNelwurk
R
vt
* introdcsion mcnunacumpuunz
« Cryptography and Steganography.

Vulnerhamzy Analysis
jacking

Metwars s Trests

Sniffin

Social Enginesring
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+ Introduction to Kal Linux « Introduction to Linux Privilege Escalation
. un « Introduction to Windows Privilege Escalation
+ Bash Scripting P —

+ passive Footprinting + Buffer overflow overview

+ Active Footprinting. « Antivirus Evasion

+ Advanced Scanning « Active Directory Overview

+ Initial access CTFs * Report Generation

¥ 6. Fis——

» Introduction to Linux Privilege Escalation
- sup

R d « Capabilities

nitial Enumerati + Scheduled Tasks
+ Exploring Automated Tools N i
+ Kernel Exploits o NFS Root Squashing
+ Password and File Permissions
D e Chationge
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Introduction to window privilege escalation
Gaining Foothold
Initial Enumeration

Exploring Automated tools

Kernel Exploits

Password and Port Forwarding

Windows subsystem for inux
Impersonation and Potato attacks

Getsyste

Runas
Registry
Exccutables Files.
Startup Applications
DLL Hijacking
rvice Permissions (paths)
CVE2019 1388
Challenge

¥ 5. EETEEEEEEE

Introduction to Active Directory

Lateral Movement

External Reconnaissance
Internal Enumerating and Footprinting

Trusts.
Password Sprayin
LLMNR/ NBT-NS Poisioning



CONTACTUS

-

+917428748576

training@cyberyaan.in

www.cyberyaan.com

®
o

25/28, Tilak Nagar, Upper Ground Floor,
Opposite Raj Mandir Hypermarket,
New Delhi - 110018

%

Entry Gate No-1, 2nd Floor, Gaurav Plaza,
opp. Metro Pillar No-50, near Guru
Dronacharya Metro Station, Sikanderpur,
DLF Phase 1, Gurugram, Haryana 122002

First Floor, Gurudwara Service Lane,
1/56A, Vikas Marg, next to Joey's Hostel
and Topper's Institute, Lalita Park,
Laxmi Nagar, Delhi, 110092

o

Sector-7, Pocket E-1/9, 3" Floor, Opp.
M2K Cinema Hall, Rohini, Delhi - 110085

FRANCHISE

1."Join our franchise network and grow your business with our proven
success.”

2."Explore franchise opportunities—connect with us to embark on a
thriving partnership.”

nfo@cyberyaan.in
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