
Appreciation from Defence Sector 

About the Course
Penetration Testing Course
Seeking on the highest quality Penetration Testing Course in Delhi NCR? Cyberyaan provides
the best training in certified penetration testing and a detailed course structure which covers
both theory and practical aspects of  the subject matter.The In-Depth Penetration Testing Course
combines theories of  academia with practical exercises, ensuring a complete understanding of
cybersecurity foundations.

+91-742 874 8576training@cyberyaan.in www.cyberyaan.com

Entry Gate No-1 , 2nd Floor, Gaurav Plaza, opp. Metro Pillar No-50, near Guru Dronacharya
Metro Station, Sikanderpur, DLF Phase 1, Gurugram, Haryana 122002

25/28, Tilak Nagar, Upper Ground Floor, Opposite Raj Mandir Hypermarket, New Delhi - 110018

First Floor, Gurudwara Service Lane, 1/56A, Vikas Marg, next to Joey's Hostel and Topper's
Institute, Lalita Park, Laxmi Nagar, Delhi, 110092

Sector-7, Pocket E-1/9, 3rd Floor, Opp. M2K Cinema Hall, Rohini, Delhi - 110085

Duration
40 hours

Language

Hindi & EnglishYes

“Unlock the secrets of cybersecurity with our 
Penetration Testing Course

 where curiosity meets responsibility in the world
of digital defense.”

Module 01: Introduction
Module 02: In-Depth Scanning
Module 03: Exploitation
Module 04: Command Line Fun
Module 05: Getting Comfortable with Kali Linux
Module 06: Bash Scripting
Module 07: Practical Tools
Module 08: Active Information Gathering
Module 09: Passive Information Gathering
Module 10: Introduction to Buffer Overflows
Module 11: Buffer Overflows
Module 12: Fixing Exploits

Course Content
Module 13: Locating Public Exploits
Module 14: Antivirus Evasion
Module 15: File Transfers
Module 16: Windows Privilege Escalation
Module 17: Linux Privilege Escalation
Module 18: Password Attacks
Module 19: Port Redirection and Tunneling
Module 20 : Active Directory Attacks
Module 21 : Power Shell Empire
Module 22 : Trying Harder: The Labs
Module 23 : Penetration Test Breakdown

PENETRATION TESTING


