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About the Course
Offensive Security WEB-300 OSWE Course
Cyberyaan Training and Consultancy in Delhi proudly presents the Offensive Security Web
Expert (OSWE) Training and Certification Course, an intensive program designed to equip
participants with advanced skills in web application security. This course provides
comprehensive coverage of  web application security principles, vulnerabilities, and exploitation
techniques. Participants will delve into topics such as SQL injection, cross-site scripting (XSS),
cross-site request forgery (CSRF), and server-side request forgery (SSRF).

+91-742 874 8576training@cyberyaan.in www.cyberyaan.com
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Institute, Lalita Park, Laxmi Nagar, Delhi, 110092
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Duration
40 hours

Language

Hindi & EnglishYes

“Unlock the secrets of cybersecurity with our 
Offensive Security WEB-300 OSWE Course

 where curiosity meets responsibility in the world
of digital defense.”

Module 01: Introduction
Module 02: Tools & Methodologies
Module 03: A Tutor Authentication Bypass
and RCE
Module 04: A Tutor LMS Type Juggling
Vulnerability
Module 05: Manage Engine Applications
Manager AM User Resources Sync Servlet
SQL
Module 06: Injection RCE
Module 07: Bassmaster NodeJS Arbitrary
JavaScript Injection Vulnerability
Module 08: DotNetNuke Cookie
Deserialization RCE
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Module 09: ERPNext Authentication
Bypass and Server Side Template
Injection
Module 10: openCRX Authentication
Bypass and Remote Code Execution
Module 11: openIT COCKPIT XSS and OS
Command Injection – Blackbox
Module 12: Concord Authentication
Bypass to RCE
Module 13: Server-side Request Forgery
Module 14: Guacamole Lite Prototype
Pollution
Module 15: Conclusion


