
Appreciation from Defence Sector 

About the Course
Offensive Security Certified Professional (OSCP) 
Cyberyaan Training and Consultancy in Delhi proudly presents the Offensive Security Certified
Professional (OSCP) Training and Certification Course. This intensive program equips
participants with the skills and knowledge needed to excel as penetration testers and certified
ethical hackers. Through hands-on labs, real-world scenarios, and comprehensive exercises,
participants learn to identify and exploit vulnerabilities in network systems, web applications,
and operating systems.

+91-742 874 8576training@cyberyaan.in www.cyberyaan.com
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Duration
40 hours

Language

Hindi & EnglishYes

“Unlock the secrets of cybersecurity with our 
Offensive Security Certified Professional (OSCP)

 where curiosity meets responsibility in the world
of digital defense.”

Module 01: Penetration Testing with Kali Linux:
General Course Introduction
Module 02: Introduction to Cybersecurity
Module 03: Effective Learning Strategies
Module 04: Report Writing for Penetration Testers
Module 05: Information Gathering
Module 06: Vulnerability Scanning
Module 07: Introduction to Web Applications
Module 08: Common Web Application Attacks
Module 09: SQL Injection Attacks
Module 10: Client-Side Attacks
Module 11: Locating Public Exploits
Module 12: Fixing Exploits

Course Content
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OFFENSIVE 

CERTIFIED

SECURITY

Module 13: Antivirus Evasion
Module 14: Password Attacks
Module 15: Windows Privilege Escalation
Module 16: Linux Privilege Escalation
Module 17: Advanced Tunneling
Module 18: The Metasploit Framework
Module 19: Active Directory Introduction and
Enumeration
Module 20: Attacking Active Directory
Authentication
Module 21: Lateral Movement in Active Directory
Module 22: Assembling the Pieces
Module 23: Trying Harder: The Labs


