
PENETRATION TESTING
COURSE BROCHURE

Module 01: Introduction
Module 02: In-Depth Scanning
Module 03: Exploitation
Module 04: Command Line Fun
Module 05: Getting Comfortable with Kali Linux
Module 06: Bash Scripting
Module 07: Practical Tools
Module 08: Active Information Gathering
Module 09: Passive Information Gathering
Module 10: Introduction to Buffer Overflows
Module 11: Buffer Overflows
Module 12: Fixing Exploits
Module 13: Locating Public Exploits
Module 14: Antivirus Evasion
Module 15: File Transfers
Module 16: Windows Privilege Escalation
Module 17: Linux Privilege Escalation
Module 18: Password Attacks
Module 19: Port Redirection and Tunneling
Module 20: Active Directory Attacks
Module 21: Power Shell Empire
Module 22: Trying Harder: The Labs
Module 23: Penetration Test Breakdown

Course Content

Language
Hindi & English

Duration
40 Hours

Certificate
Yes

Penetration Testing Training

About Course

The Penetration Testing Course offers hands-on training in cybersecurity, teaching ethical hacking 
techniques to identify and secure vulnerabilities. Developed by CyberYaan Training and Consultancy, 
this program covers methodologies, tools, and best practices for assessing and enhancing the secu-
rity of systems. Taught by industry experts, the course ensures practical skills in penetration testing, 
making it an essential choice for those aspiring to excel in ethical hacking and cybersecurity.
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"Master the art of ethical hacking and fortify 
cyber defenses with our dynamic Penetration 

Testing Course – where knowledge meets 
hands-on expertise for a secure digital future!"


