
 

About the Course
API HACKING COURSE

At CyberYaan Training Institute in Delhi, we offer an API Hacking Course
designed for individuals aiming to build a career in application security. This
program at CyberYaan provides practical knowledge of identifying and
exploiting API vulnerabilities. Participants will engage in key topics including
API fundamentals, authentication flaws, OWASP API Top 10, testing
techniques, and real-world attack scenarios.

Duration
30 hours

Language
Hindi & EnglishYes
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Course Content

API HACKING
COURSE

25/28, Tilak Nagar, Upper Ground Floor, Opposite
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Module 01:  Introduction to REST APIs and JSON Structure
Module 02: Understanding API Endpoints and Methods
Module 03: Enumerating API Endpoints and Parameters
Module 04: Identifying Broken Object Level Authorization (BOLA)
Module 05: Exploiting Common API Vulnerabilities
Module 06: Injection Attacks in APIs (SQLi, Command Injection, XXE)
Module 07: API Testing with Postman
Module 08: API Analysis using Burp Suite
Module 09: Exploiting API Authentication Flaws
Module 10: API Security Best Practices (OAuth 2.0, JWT)
Module 11: API Hardening and Mitigation Techniques
Module 12: Final Lab: Performing a Complete API Penetration Test
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